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ABSTRACT

As the volume of online video entertainment via streaming in-
creases, ever so more are users targeted by online advertisement
algorithms. Nevertheless, this rise in targeting and revenue does
not come without any concerns. That is, even though the online
advertising business model has is very successful, nowadays, rising
societal concerns regarding the ethics and extent to which such al-
gorithms agree with the laws of different countries are also present.
Motivated by the dichotomy above, we here explore how targeted
video-ads meet the regulatory policies regarding children advertis-
ing in Brazil and Canada. To perform our study, we create synthetic
user personas that watch YouTube videos daily. Our personas are
tailored to stream children’s content while controlling for several
variables (e.g., gender, country, and type of content streamed). With
the data gathered, our analyses reveal statistical evidence of algo-
rithmic targeting in videos geared towards children. Also, some of
the advertised products (e.g., alcoholic beverages and fast-food) go
directly against the regulations of the studied countries. With adver-
tisements being matched to users by machine learning algorithms,
it is impossible to state whether regulations are not followed on
purpose (e.g., advertisers gaming the system). Nevertheless, our
findings and discussion do raise a flag that regulations may not be
sufficient, and content providers may still need to audit systems to
meet the regulations.
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« Information systems — Social advertising; - Social and pro-
fessional topics — Children.
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1 INTRODUCTION

In this age of online marketing in which we live in, human choices
are usually complemented or guided by algorithms. Take, for in-
stance, the moment whenever a user logs on to a social website
such as YouTube. At this time, both recommendation and online
advertisement algorithms target the user. Whereas the former aims
at suggesting content that entertains and keeps the user online, the
ultimate goal of the latter is to sell a product/service or an idea.
That is, although advertisements may be entertaining, they exist to
subsidize the Internet economy by maximizing profits for content
providers, marketers, and brands.

Even though the ultimate goal of advertising may be one of
maximizing profits, different laws regulate the online advertising
space. These laws will counterpoint the goal of profit maximization.
For instance, Internet services, such as YouTube, are subject to
the regulatory terms, guidelines, and laws of individual countries,
which may limit the ads shown to the users. An interesting setting
arises when children access video streaming services. Different
countries, being Brazil and Canada two examples, have policies that
aim to limit the kind of content that is advertised to children both
online and offline. One tool employed to guarantee that children
are not subject to online ads is a limit on the minimum age required
to create user accounts!. However, the effectiveness of such actions
is questionable since it is well known that, regardless of such limits,
social media usage is strong among infants and teenagers [25, 30].

We emphasize that even specialized children’s apps, like YouTube
Kids?, ultimately rely on advertising for a sustainable business
model?. Such apps present a recent attempt to filter out unaccept-
able content. In the end, regulations limiting advertisements to
children create a conflict for content providers. That is, under-
age audiences are significant targets for different brands and ser-
vices [26, 31]. However, advertising to children is not universally
socially, or even lawfully, acceptable [39].

To provide more transparency on how services follow such regu-
lations, we here investigate how video advertisements on YouTube
target children’s content consumers via online ad-auctions. Our
analysis explores the potential of real children being targeted by on-
line advertising. Our study is guided by the following two research
questions: RQ1 (1-a) Are children’s content consumers being tar-
geted by video-ads on YouTube? (1-b) If so, does user behavior
(based on different personas) affect the advertisement shown to the
user? RQ2 (2-a) Which content, brands, and products target chil-
dren’s content consumers on YouTube? (2-b) Are their ads possibly
contradicting official country-wide guidelines?

Uhttps://support.google.com/accounts/answer/1350409. URLSs last accessed in June
2020.

2http://kids.youtube.com

3https://support.google.com/youtube/answer/6168681
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In order to investigate those questions, we created synthetic
user personas [11] that consume YouTube videos daily. Personas
correspond to Google accounts whose preferences are defined via
browsing behavior. Specifically, our personas browsed YouTube
videos focusing on children’s content from popular YouTube chan-
nels. To mimic both users with the youngest age allowed by the sys-
tem (13-year-old) and older users who consume children’s videos,
we created different accounts with different settings. The latter
aims at capturing children who may use a home computer access-
ing YouTube with their parents’” accounts or simply parents who
stream videos to their kids. While watching videos, our personas
log the video advertisements shown to them. Synthetic personas
are valuable tools as they allow us to control not only preferences
via browsing but also other variables such as age and country via
sign-up information. In particular, our personas were deployed on
a cloud provider and consume videos in two different countries,
our case studies, Brazil and Canada.

Our results on RQ1 unveil that, statistically speaking, the streamed
videos are targeted for personalized advertisements based on the
persona profiles. That is, personas with different browsing traits
were exposed to different video ads. This effect occurs even when
to personas watch the same video. To tackle RQ2 we analyzed the
brands and products that advertise products to personas mimicking
children behavior. The products sold to them vary from popular
toys, clothes, fast-food, and even alcoholic beverages. We further
show how some video advertisements explore multimedia content
and sell products that go against country-wide regulations.

2 BACKGROUND

In this section, we review related work on online ads, video ads, and
children’s behavior when exposed to marketing (Section 2.1). We
then briefly discuss advertisement guidelines in the two countries
of our study, Brazil, and Canada (Section 2.2).

2.1 Prior Studies

Advertising to children is a complex and controversial subject. Even
when the content of an ad follows regulations [39], there still exists
empirical evidence that the message of the ad may affect the behav-
ior of children [10, 26, 31, 35]. One example of such findings is the
work of Aktacs et al. [10]. Here, the authors studied the presence
of well-known brand characters/mascots and how they raise the
awareness of brands in children. In their results, the authors show
how children with as little as 3 years of age are already able to rec-
ognize brands. Similar findings have been presented by Oates et al.
[24] and Valkenburg and Buijzen [34]. Complimentary, Opree [26]
used a causal model to show that advertisement exposure indeed
increases materialistic values (consumerism) in infants of age 8 to
11. Such findings are interesting as it shows how advertisements
are able to guide infants to different social values. Even though
such studies looked into advertisements in an offline setting, they
produced cautionary findings which may translate to online spaces.

In the context of online advertising, most prior efforts focused
on online bidding algorithms and how to improve the success of
ad campaigns [13, 23, 32, 36, 40]. Some studies have also discussed
the negative experience of users when exposed to annoying and
intrusive ads [17, 22, 28, 38]. Yet, in general, they have not looked
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into how such experiences relate to country-wide guidelines and
restrictions, as we here do.

Only recently, there have been some investigations on fairness
and transparency issues of online advertising [5, 9, 14, 33, 38]. In
particular, the work of Araujo et al. [9] characterized the presence
of brands on videos geared towards children on YouTube.

Focusing specifically on online video advertising, we are aware of
only a few, recent, papers that have studied YouTube video advertise-
ments. In particular, Arantes et al. [6-8] studied user consumption
of YouTube video ads based on web traffic and monetization analy-
sis as well as user centric studies. Other authors have looked into
caching and traffic properties of video-ads on mobile devices [3].
Our work complements these previous endeavors by looking into
aspects regarding regulation and potential guideline infringements.

Finally, several efforts have looked into advertising using syn-
thetic personas as we do. In particular we cite the work of Carras-
cosa et al. [11] and Le et al. [21] have employed the use of personas
to understand search engine advertising. These endeavors are the
basis for our justification in using personas as this kind of study is
able to unveil advertising biases [21]. These two efforts however
do not focus on video advertising as we here do.

2.2 Regulations and Guidelines

Regulations regarding advertisements are a non-trivial matter. Usu-
ally, multiple laws, codes of conduct, and guidelines determine
whether an ad can is an infringement. For instance, most countries
have laws against discrimination of any form (online or not). In this
sense, discrimination laws should impact what can be exhibited in
an ad both online and offline. Thus, one must take several sources
into account in order to understand what kind of content can be
exhibited, in particular to children (in a legal sense). We here sum-
marize some of the guidelines regulating advertisement to children
in two specific countries: Brazil and Canada. We selected these two
countries as case studies due to our computational resources. Our
experiment was deployed on a Azure cloud. On this environment,
we were able to create one unique IP address per persona country.
Moreover, both Brazil and Canada have clear regulations regarding
children’s advertising.

In legal terms, advertisements in Brazil are regulated by several
different counsels and institutions. The most important ones are
the Federal Constitution?, the Consumer Protection Code®, and
the Code of Advertisement Regulations®. Associations, such as
the Brazilian Association of Advertising Agencies (ABAP), also
provide documents with summarized guidelines for advertisement
agencies. The ABAP guidelines are presented below. As stated, these
guidelines apply to children, whose formal definition in Brazil is
someone who is under 13 years of age®.

(1) Imperative verbs (e.g., buy, purchase) should not be employed
in advertisements;

(2) Advertising children’s products (e.g., toys) is banned on open
television;

*http://english.tse jus.br/arquivos/federal- constitution
Shttp://www.planalto.gov.br/ccivil_03/LEIS/L8078.htm

Chttp://www.conar.org.br

"http://www.abap.com.br/

8Minors over 13 and under 18 are legally considered teenagers, whereas anyone over
18 is considered an adult.
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(3) No ad should employ well-known characters (e.g., cartoon
characters from famous TV shows);

(4) Ads should not induce fear or any other ill feeling;

(5) Ads should encourage healthy eating habits;

(6) Similarly, advertisements should not promote products which
replace daily meals;

(7) Ads should not discriminate in relation to race, gender or
religious beliefs.

Similarly to Brazil, advertisements in Canada are regulated by
different counsels and institutions, such as the Canadian Radio-
television and Telecommunications Commission (CRTC)?, Industry
Canada!?, and Health Canadal!!. To develop our work, we present
an overview on Canadian guidelines based on two documents from
the Canadian Code of Advertising Standards, the Children’s code
in particularlz, as well as documents from Health Canadal3.

One interesting point in Canadian documents is that the Chil-
dren’s Code, for instance, determines that a child is someone with
less than 12 years of age. This definition is similar to the Brazilian
one (13 years). To reduce unhealthy eating habits across several
ages, health Canada argues that even teenagers (someone whose
age is less than 17 or 18 years of age, depending on the Canadian
province) need restrictions with regards to junk food ads. Over-
all, regulations in Canada are similar to Brazil, stating that (when
appropriate, we have shortened the wording or summarized the
presented guidelines):

(1) No children’s advertising may employ any device or tech-
nique that attempts to transmit messages below the threshold
of normal awareness;

(2) Puppets, persons and characters (including cartoon charac-
ters) well-known to children and/or featured on children’s
programs must not be used to endorse or personally promote
products, premiums or services;

(3) Ads must not directly urge children to purchase or urge them
to ask their parents to make inquiries or purchases;

(4) Children’s advertising must not encourage or portray a range
of values that are inconsistent with the moral, ethical or legal
standards of contemporary Canadian society;

(5) Ads may not imply that possession or use of a product makes
the owner superior or that without it the child will be open
to ridicule or contempt.

These last two guidelines are further detailed in terms of food
products. The code states that: “Advertising of food products should
not discourage or disparage healthy lifestyle choices or the con-
sumption of fruits or vegetables, or other foods recommended for in-
creased consumption in Canada’s Food Guide, and Health Canada’s
nutrition policies” Finally, it is interesting that both countries share
similar guidelines focused on: healthy eating, reduced exploitation
of well-known characters, and materialistic values.

“https://crtc.ge.ca

Ohttps://www.ic.gc.ca/

Uhttps://www.canada.ca/en/health-canada html
2http://www.adstandards.com/en/clearance/childrens/
broadcastcodeforadvertisingtochildren.aspx

Bhttps://www.canada.ca/en/health- canada/services/publications/food-nutrition/
restricting-marketing- to-kids-what-we-heard.html
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Figure 1: Social Blade’s Ranking for Canadian YouTube

3 METHODOLOGY

We start by defining two terms used throughout the paper. A video
content is defined as a YouTube video a user is able to stream
using a browser. In contrast, a video advertisement, or video ad,
consists of videos streamed to the user without his/hers explicit
request in the form of an advertisement. Our work focuses on video
ads which are paired with video contents through online bidding.

3.1 Persona Based Crawling

In order to collect both video ads and contents we developed syn-
thetic users (e.g., personas) that watched YouTube videos. Within
the scope of this paper, a persona is implemented via a bot that
watches YouTube videos. Such bots were developed by automatiz-
ing a Firefox!* browser via Selenium'. Our code was executed on
Azure Cloud using virtual machines deployed in Brazil and Canada.

In marketing terms, a persona is defined as a set of user char-
acteristics which may be exploited for advertising purposes [2].
To create marketing personas, researchers explore a wide range
of tools and source datasets [18]. However, marketing personas
are usually created offline (here to be interpreted as the opposite
of real-time). Online advertising changes this perspective as user
profiles are created by browsing behavior [11]. In this sense, our
bots simulate marketing personas, thus the same name, by setting
up novel Google accounts and exploring browsing history as well
as account features. Our accounts were set up having residence in
the country where the bot was deployed and we also controlled for
age variables. Prior to execution, there was no browsing history in
such accounts.

To train personas automatically, in other words to create pref-
erence profiles for our bots compatible with children’s content
consumers, we crawled Social Blade!® to determine the top chil-
dren channels in Brazil and Canada. Social Blade is a website that
ranks YouTube channels based on a combination of several popu-
larity scores. As an example, Figure 1 shows a snapshot of Social

Yhttps://www.firefox.org
Dhttps://www.seleniumhq.org
Lohttps://socialblade.com/
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Table 1: Children’s Channels in Brazil/Canada. Statistics
from Social Blade collected on March 26th 2018.

Brazil

#Subs.  #Views
Galinha Pintadinha 10.41M 7.91B
Turma da Ménica 6.51M 5.8B
TotoyKids 8.22M 4.37B
Patati Patata 2.57TM 1.92B
Planeta das Gémeas 6.51M 1.64B
Erlania e Valentina 6.04M 1.3B
O Reino das Criangas 1.93M 1.25B
Kids Fun 5.64M 1.23B
Bia Lobo 1.5M 404M
Totoykids Explorer 785K 328M
Canada

Super Simple Songs - Kids Songs ~ 9.15M 8.95B

Big Bady Mouth 7.56M 7.68B
Katie Cutie Kids TV 2.5M 1.51B
Awesome Toys Collectors 839K 603M
Little Angel: Nursery Rhymes 616K 514M
Playtime4kidz 814K 433M
The Kiboomers - Kids Music 392K 388M
HZHtube Kids Fun 2.836M 313M
Barney 228K 198M
FamousTubeKIDS 710K 89M

Blade’s ranking for Canadian YouTube channels (taken on August
17t" 2018). The website ranks channels using a proprietary algo-
rithm exploring metrics such as numbers of subscribers (users who
receive updates from the channel), video uploads and video views.
Using such metrics, Social Blade assigns an overall influence score
or rank in Figure 1. Although the algorithm is proprietary and
closed source, our goal in using the service was simply to identify
popular children channels (we do not make use of any other feature
of Social Blade). In particular, we explored a set of ten channels per
country, each with a strong focus on uploads targeting children.

To identify children channels, two coders (authors) browsed So-
cial Blade and coded channels as either: Children’s Content or Not
Children’s Content. Coders browsed channels following the web-
site’s overall ranking (see Figure 1) from top to bottom. Moreover,
the coding was performed until both coders agreed on ten channels
per country (Brazil and Canada). We emphasize that the coding
was performed simultaneously by both coders and there was no
disagreement in any channel.

Table 1 presents the names of our selected channels along with
the numbers of subscribers and views at the time of selection. Note
that the selected channels attract from hundreds of thousands to
millions of subscribers, indicating their significant popularity.

Given the selected channels, personas were trained by having the
bots watch the channels on a regular fashion (more below). Thus,
our code streamed video contents and relied on YouTube to create
the preference profile. We also considered the case of users who
do not only browse children’s contents (e.g., parents who stream
content to their children but also request content of their own inter-
est), and developed personas that would also watch popular music
videos. That is, with 50% chance, these personas would randomly
watch a popular music video. Other control variables in our study
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are persona age, country and skipping behavior (i.e., whether the
persona skips video ads it is exposed to or not).

As discussed, Google allowed us to determine age and country
when setting up accounts. The age of created user accounts was
set to either 13 (minimum allowed) or 40 years of age. We refer to
them as child and adult personas, respectively. It is important to
point out that even though we create adult personas, they aim at
capturing parents who stream videos to their children, or similarly
children who share devices with parents at home. The country of
the accounts was chosen to be either Brazil (BR) or Canada (CA).
Similar to the content variable, skipping behavior was controlled by
setting one group of personas to skip video ads, interrupting their
streaming and jumping to the video content, as soon as possible. A
second group would stream ads till completion.

In total, 16 personas, generated by the combinations of age
(child/adult), type of content streamed (children/mixed content),
skipping behavior (skip/never skip) and country (BR/CA), were
deployed on Azure. Given our control variables, we are able to
infer whether there are differences in the video ads streamed across
personas which may unveil evidence of targeting, as discussed in
the next section. We refer to each persona according to the vari-
able configurations. That is, BR-Child-Children-Skips indicates a
Brazilian persona (BR), under 13 years of age (Child), who streams
children videos (Children), and always skips video ads (Skip).

We developed our personas to be the least intrusive with YouTube
system possible. That is, synthetic personas were mere bystanders
that only watched videos. Also, we attempted to mimic common
human daily patterns by executing each persona for one hour in
three different time periods: 9h to 10h (morning), 15h to 16h (af-
ternoon), and 19h to 20h (night). Our personas watched videos
from March 26" to May 25!" 2018. During each hour, personas
would stream random videos from the selected channels, as many
as possible!”. This leads to repeated streams, a frequent behavior
on social websites as YouTube [4].

While streaming, personas would be subject to video advertising
on YouTube. For every video content and video ad encountered,
the persona would log the id and collect the metadata for each
content using YouTube’s API'8. One particular persona in our study
(Brazilian child streaming mixed content with no skipping behavior)
did not execute properly as Google would frequently log-out this
persona. To have a balanced dataset, this single persona was re-
deployed from October 3" d to November 10" 2018. In the next
subsection we present an overview of the collected data.

We programmed our personas to follow patterns uncovered
by previous work. In particular, personas browse videos on peak
YouTube browsing times as discussed by Arantes et al. [6, 7]. Pre-
vious work also on how children use search engines [15, 19] con-
cluded that children prefer to browse links instead of using search
queries. This is the main behavior of our personas, as they click
on videos from subscribed channels and do not engage in search
activities. However, being synthetic in nature, it is impossible for
our personas to capture the complex patterns of human (child or

17 After each stream, a persona would interrupt its behavior if the one-hour window
had expired, and continue issuing requests otherwise. Thus, each such window could
exceed one hour depending on the durations of the video contents and ads streamed.
8https://developers.google.com/youtube/v3
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Table 2: Overview of Content Streamed by Personas.

Brazilian Personas

# Video Content  # Exhibitions Content # Video Ads  # Exhibitions Ads  # Channels

BR-Child-Mixed-Skips 310 1712 259 766 159
BR-Child-Children-Skips 268 1964 288 924 194
BR-Child-Mixed-NoSkip 259 1643 269 489 170
BR-Child-Children-NoSkip 268 1993 285 750 176
BR-Adult-Mixed-Skips 304 1658 338 1050 214
BR-Adult-Children-Skips 268 1982 384 1284 237
BR-Adult-Mixed-NoSkip 303 1652 211 632 124
BR-Adult-Children-NoSkip 268 1937 258 828 155
Canadian Personas

CA-Child-Mixed-Skips 319 1343 239 1017 223
CA-Child-Children-Skips 308 1303 277 1410 240
CA-Child-Mixed-NoSkip 318 1261 271 1374 267
CA-Child-Children-NoSkip 308 1229 275 1472 266
CA-Adult-Mixed-Skips 307 1034 250 672 168
CA-Adult-Children-Skips 291 778 240 992 191
CA-Adult-Mixed-NoSkip 292 968 231 638 177
CA-Adult-Children-NoSkip 286 744 236 916 171

adult) behavior. This limitation does not affect our statistical evi-
dence (discussed in Section 4) that our personas are being tracked
and targeted. Overall, we can state that our study unveils evidence
of targeted advertisements when users stream children’s content.

We now describe our dataset. Table 2 shows the numbers of
unique video contents, unique video ads and exhibitions (capturing
the number of streams) streamed by each of the 16 personas. In
total, our personas performed from 744 to 1,993 requests to video
contents, streaming from 259 up to 277 unique contents. Since each
persona would stream video contents for one hour at a time, this
variation in persona behavior stems from the different durations
of video contents and ads. In our dataset, video content duration
ranges from 31 to 4,893 seconds (over 1h and 20 minutes), with
an average of 442 seconds and standard deviation of 640 seconds.
Similarly, the durations of video ads range from 10 to 4,463 seconds
(over 1h and 15 minutes), with average and standard deviation equal
to 44 and 81 seconds, respectively.

Table 2 also shows the number of different channels associated
with the video ads each persona was exposed to. We note that
on YouTube any video content may be advertised, thus becoming
a video ad. That is, video ads are simply videos where owners
(channels) created a marketing campaign to publicize them. In
this sense, each ad channel can be mapped to a potential brand or
content producer. Our personas were targeted by at least 124 such
promoters. Finally, over 200 different video ads were streamed, with
some personas streaming video ads over 1,000 times. Such numbers
show how common advertisements are on YouTube. On average
68% of video content exhibitions had paired video ads.

3.2 Coding

To answer our research questions we performed an open coding on
our dataset [20] with the participation of volunteers. The objective
of this coding was to manually identify the types of content being
advertised to the personas. Our final coding questionnaire is shown
in Table 3. This questionnaire was created to capture various aspects
of video ads such as: the product and brand being advertised (Q2-3),

the content of the ad (Q4), the sponsor of the ad (Q5), and factors
related to how the ad may affect children (Q6-9). Before addressing
these questions, the volunteers were asked to indicate whether the
video ad was still online (Q1). If this was not the case, coders would
follow on to the next video ad.

Question Q1 is factual (yes/no answer) as it does not depend on
the opinions of the coders. For addressing Q2 and Q3 we employed
an open coding [20] approach: coders could write the answer they
felt was more appropriate in free text form. The answers to these
questions were later compared and standardized. Q4-Q9 are closed
questions, i.e., coders had to select one out of pre-defined possible
answers (shown in the table). For Q4 in particular, we employed a
refined set of categories using the YouTube 8m dataset [1].

To perform our analysis, we employed a three step coding ap-
proach. We began our work with a small sample (50 video ads).
Three coders (authors) worked together on this sample, discussing
and determining the possible closed categories for questions Q2-Q9.
The final questionnaire shown in Table 3 was developed based on
the results of this initial step, which were discarded afterwards.

On a second step, we used another small sample of video ads to
validate coder agreement: we selected 126 random video ads and
used them to measure the inter-rate agreement between coders.
Video ads were selected in a uniform manner with each persona
having roughly 8 video ads selected. This initial coding was per-
formed as follows. Two coders watched video-ads and answered
the questions in Table 3. After both coders finished their work, we
measured the Fleiss’ Kappa [16] (x) agreement score. This score
varies from -1 to 1, with negative values indicating disagreement
and positive ones indicating agreements. As a guideline, x > 0.4
captures a reasonable agreement, whereas k > 0.75 serves as evi-
dence of very strong agreement [16]. Table 3 shows the agreement
scores for each question. As we can see, all scores are above 0.63
and statistically significant. Next, coders discussed their answers
as to standardize their results (e.g., lower case v. upper case names)
for the open questions. Also, coders found that in some cases the
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Table 3: Coding Questionnaire. All of the k values are statistically significant with p < 0.01

ID Question Type K
Q1 Has this ad been deleted? Factual -
Q2 Name the brand of the ad Open  0.90
Q3 Name the product of the ad Open 0.63
Q4 Categorize video ad (see Table 4) Closed 0.81
Q5 Who sponsored the ad? (commercial brand, public agency, social influencer) Closed 0.78

Q6 Does this ad employ multimedia content in it’s discourse to attract the attention of children? (Yes/No) Closed  0.68

Q7 Do any well known children character appear on the ad? (Yes/No) Closed 0.65
Q8 Does this ad advertise a product geared to children? (Yes/No) Closed 0.76
Q9 Based on your personal beliefs, do you think the ad is unsuitable for children? (Yes/No) Closed 0.79
Table 4: List of Video Categories 0.20
) -=-= Canada
Arts & Entertainment  Auto & Vehicles — Brazil

Beauty & Fitness Business & Industrial

Clothing Computers & Electronics
Finance Food

Games Health & Hygiene
Hobbies & Leisure Home & Garden
Internet & Telecom Jobs

Law & Government People & Society

Pets & Animals Real Estate
Science Shopping

Sports Transportation
Travel Another Channel

YouTube 8m categories were either too broad or narrow After some
discussion, they created a refined set of categories for Q4 (Table 4).
Finally, the two independent coders were asked to code at least
600 (300 each) video ads. We scheduled video ads to coders in
a uniform manner as to preserve a roughly equal number of ads
shown to each persona. We also ordered the video ads by popularity
(in # of exhibitions). Each coder then worked independently until
coding at least 300 video ads. In the end, we reached 663 coded video
ads, out of which 23 had been deleted by YouTube (Q1). These video
ads account for 78% (11,992 out of 15,214) of all exhibitions in the
original data. Considering only coded video ads, each persona had
on average 765 exhibitions of 168 unique ads. Also, the vast majority
(11,226) of the exhibitions were of ads from commercial brands.
There were very few cases of social influencers (other channels)
and public agencies exhibiting video ads. This suggests that brands
are the ones most often exploring YouTube’s advertising ecosystem
at the time of our data collection. The coded video ads came from
397 different brands (Q2), selling 311 products (Q3) in total.
Before doing presenting our results we justify our coding method-
ology. We here followed a standard coding approach that was re-
fined in three steps. Note that most of the questions are either closed
or objective in nature Q2-Q3 (open and objective) Q4-Q8 (closed
and objective). While Q9 is subjective, we only use the answers
of this question for anecdotal evidence. That is, we describe the
video ads deemed unsuitable by coders but we do not state in any
sense that this is are general finding nor that they reflect societal
opinions. In particular, we further explore these videos using fac-
tual properties (e.g., alcoholic products or game ratings). Finally,
we employed adequate statistical tests [16] in consonance with our
sample sizes to show that coders agreed on most questions.

0.154 ¢ e Canada Random
. Brazil Random
X
A
< 0.10
a

0.05
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Jaccard Index for Content and Persona Pair - x

Figure 2: CCDF for Jaccard Index

4 EVIDENCE OF BEHAVIORAL TARGETING

We now tackle our first research question. Are children’s content
consumers being targeted by video-ads on YouTube? If so, does user
behavior (based on different personas) affect the ad pairings?

Initially, we analyzed the answers given to questions Q6, Q7 and
Q8 with respect to the exhibitions of coded video ads (11,226). We
found that 1,242 of the exhibitions employed multimedia content to
attract children’s attention (Q6), 242 had some well-known children
character (Q7), and 688 advertised products targeting children (Q8).
Ads selling children’s products included: toys, clothes and meals.
The majority of the other video ads sold a wide variety of products
such as Internet connections, cars, or travel packages. Even the
numbers focused on children’s product or multimedia elements
targeting children may seem small, they serve as evidence that
marketers are exploring YouTube to target consumers of children’s
content (our personas).

Next, we analyzed whether personas are subject to some kind of
targeting. To do so, we initially explored whether different personas
are subject to different video ads when streaming the same video
content. Thus, we measured the Jaccard Index of the video ad ids
which were paired for the same video content for every pair of
personas. To define the index, let A; be the set of ads for some

persona i and Aj; be a similar set for persona j with i # j. The
|ANA |
[ A VA
for both personas. This index was measured controlling for video
ads paired with the same video content. Naturally, our analysis is
limited to video contents streamed by at least two personas. Our
analysis is performed in a stratified manner for each country.

Jaccard index J(i, j) = captures the fraction of ads similar
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In Figure 2 we show the complementary cumulative probability
distribution (CCDF) of the Jaccard index. From the figure, we can
see that both for Brazil and Canada, the fraction (y-axis) of Jaccard
indexes above 0 (x-axis) is less than 20%. In this sense, for the
majority, over 80%, of the cases there is no similarity in video ad ids
streamed to different personas when streaming the same content.
In fact, less that 2.5% of Jaccard indexes are above 0.4. Finally, the
Jaccard index for Canada is usually superior when compared to
Brazil, indicating more overlap in ads for Canadian personas.

We can view two explanations for such results. The first is that
YouTube is targeting our personas. The second is that the Jaccard
is small due to the large amount of video ads being streamed. Thus,
random (absent) targeting also leads to such small numbers. To
discard this second hypothesis, we also measured the Jaccard index
for the same video content considering random video ad pairings.
These results are also shown on the figure for both countries. Notice
that for random pairings, the Jaccard index is significantly lower
than for our real data. This difference can raises the argument that
the second hypothesis is false. Thus, we have some evidence of tar-
geting being taken place for personas streaming children’s content.
This result is particularly interesting given that we conditioned,
controlled, on video content. Other variables from our personas are
the ones being used for video ad pairings.

To further explore such evidence, we employed a y?-test [37]
on the responses of Q4. The test is used to assess whether the
contents of the video ads, captured by their categories (response to
Q4), differ across personas. The null hypothesis of the test states
that the distributions of video ad categories of two personas are
the same. Rejecting this hypothesis provides evidence that some
types of video-ads are more often shown to certain personas, that
is, behavioral targeting occurs.

We started by comparing the contents of video ads shown to
Adult (age over 40) and Child (age 13) personas. Due to language
differences, all of our tests are applied for each country separately,
as it is naturally expected for video ads in Brazil and Canada to
differ. The number of streams for each category of video ads of all
Adult personas is thus compared to the same distribution for Child
personas. For fair analysis, we only executed the test considering
categories with at least 5 streams for both types of personas.

In this first test, the y2-statistic was 420 (p < 0.001) for Brazil
and 79 (p < 0.001) for Canada, which implies that we should reject
the null hypothesis This result is interesting given that, in this
particular setting, only the age differs across personas. That is, even
with the Adult group streaming similar videos to the Child group,
the (categories of) video ads shown to both are statistically differ-
ent, thus serving as evidence of targeting towards both adults and
children. The latter raises a flag of concern, whereas the former,
though expected, may also be an issue since some of our adult per-
sonas aimed to capture the setting of a parent streaming children’s
content. We repeated the test by considering only personas that
focused solely on children content, in order to remove any possible
effect caused by the accesses to random music videos (mixed con-
tent). However, once again we can reject the null hypothesis (y? =
109 for Brazil )(2 = 66 for Canada, both with p < 0.001).

To look further into the issue, we decided to analyze every per-
sona against all others. That is, we aimed to uncover evidence of
targeting by looking into all of our variables. To do so, we tested
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Table 5: Accuracy of Adult/Child Classification — Brazil

Multinomial Naive Bayes

Precision Recall F1-Score Support

Adult 0.75 0.70 0.72 3,768 (0.57)

Child 0.64 0.71 0.67 2,907 (0.43)
SVM

Adult 0.76 0.68 0.72 3,768 (0.57)

Child 0.64 0.73 0.68 2,907 (0.43)

whether the category distribution of each persona is the same as the
overall category distribution computed over all video ads shown to
the other personas (every persona excluding the one of interest).
As we are performing multiple tests (16), we correct p-values using
the Benjamini-Hochberg approach [37]. Once again, we found that
all personas are statistically different from the others (p < 0.001).
Given that personas share the same country as well as subscribed
channels, and stream videos in a similar pattern, we view this result
as evidence that the considered variables, namely age, skipping
behavior and content watched, are being taken into account by
YouTube so as to target video ads towards the personas.

Our final analyses aimed to assess the extent to which children,
or at least children personas, are targeted by YouTube. To do so,
we explored the extent to which one can automatically predict
whether a given video ad will be shown to a given persona. That is,
we developed a classifier for child and adult personas. This classifier
is based solely on the video ad’s content children/adults.

We used the video ad metadata gathered from the YouTube’s API
to train binary classifiers. We experimented with both Multinomial
Naive Bayes (NB) and Support Vector Machines (SVM) [37] classi-
fiers. The explanatory variables, or features, for each classifier is
composed of the textual content shown in the Title and Description
of the video ad. Given that such features are textual, we encoded
them using a one hot approach (a binary vector where 1 indicates
the presence of a term). We also added the moment during the day
a video ad was to be streamed as a categorical feature (morning,
afternoon and evening).

We focus on features extracted from the metadata of the video
ads as they are the common factor across personas. That is, we avoid
adding features that are related to our interpretation of the video
ads (features extracted from the responses of the questionnaire).
Similarly, our control variables also correlate with the content of
video ads (as discussed previously), thus such variables could also
lead to over-fitting. Finally, the response variable, or class, is set to
one when the persona simulates a child and zero otherwise. Since
none of our coded variables are used, we ran our experiments on the
complete dataset (Table 2). After filtering out video ads without any
API data (deleted or private), we were left with 6,675 exhibitions to
Brazilian personas and 8,448 to Canadian ones.

Our results are based on a 5-fold cross-validation experimental
design. In this approach, the dataset is split in 5 folds of equal
sizes. For each classifier, 3 folds are used for training, one for
validation (parameter tuning) and one for testing (held out). We
point out that the Multinomial Naive Bayes classifier does not re-
quire any parameter tuning. For SVM we used a Linear kernel
for the SVM. We tuned the SVM cost (C) through a grid search
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Table 6: Accuracy of Adult/Child Classification - Canada

Multinomial Naive Bayes

Precision Recall F1-Score Support

Adult 0.45 0.55 0.50 3,196 (0.38)

Child 0.68 0.59 0.63 5,252 (0.62)
SVM

Adult 0.43 0.44 0.43 3,196 (0.38)

Child 0.65 0.65 0.65 5,252 (0.62)

C =0.001,0.01,0.1, 1, 10, 100, 1000 and selected the one with best
result in the validation set. To compute statistical significance we
repeated each 5-fold experiment 20 times. Given that each 5-fold
leads to an average scores (over the 5 held out sets), our results are
presented as an average of 20 repetitions of such 5-fold experiments.

We note that our dataset have duplicate entries, as some video
ads are exhibited more than once. Indeed, 23% of the video ads in
our dataset have repeated exhibitions, and one video ad has 262
exhibitions (maximum). Such duplicates may negatively impact the
performance of the classifiers, especially when the same video ad
(same features) is exhibited to both classes. This lowers the classifier
capability of distinguishing between the classes. We decided to keep
such instances, and analyze the performance of the classifiers in
light of this factor. We note that we are still able to uncover evidence
of targeting even when keeping them.

Tables 5 and 6 show classification results for Brazil and Canada,
respectively. The table presents average precision, recall and F1-
score per class over the 20 executions. The precision for a class is the
fraction of predictions for that class which were correct. In contrast,
recall is the fraction of correct predictions out of all instances of
the class. The F1-score is trade-off score capturing the harmonic
mean of precision and recall. Each metric varies from 0 to 1 (max).

To uncover statistical evidence of targeting, we resorted to a
uniformly random classifier, which simply picks Adult and Child
labels per stream with 50% chance each. The idea is that if targeting
is occurring, our classifiers, which exploit the video ad metadata,
should perform significantly better than random chance. Also, with
half of our personas belonging to each class, the random classifier
represents a system where no targeting occurs. A random classifier
has an expected recall of 0.5 and a precision proportional to the
number of instances in the class (column support shown in the two
tables). We compared precision, recall and F1 results of each classi-
fier with those of a random classifier using a t-test [37]. We found
that most results of our classifiers are indeed statistically higher
than random chance (p < 0.001 shown in bold on the tables). This
suggests that signals of the personas are being used for targeting.

The only result that was below random chance was recall of
Adult personas by SVM for Canada. We emphasize that our fea-
tures are somewhat limited, exploring only the textual content of
video advertisements. While this may explain the lower results for
the Canadian dataset, the results for Brazil are quite high and sig-
nificantly above random chance in every metric. Indeed, for Brazil,
the lowest improvement over random chance is 33% (0.75 vs 0.57
of Precision on Child personas). Such results may imply that the
content of the video ads had a stronger importance in targeting
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Figure 3: Brands with answer Yes on either Q6, Q7, Q8, Q9.

specific personas in Brazil, whereas other features (which we do
not capture) may play a larger role in Canada.

In sum, regarding our first research question, we can conclude
that children content consumers are indeed being target. The results
of our coding indicate that advertisers are not only streaming video
ads geared towards children, but also exploring multimedia content
that targets children to sell products. Our Jaccard index, y?, and
classification results unveil evidence that video ads being exhibited
are not random. In our analysis, we controlled for age, country
and video content, all reaching similar results. The last experiment,
our classification analysis, also unveils some evidence of children
accounts being specifically targeted (scores above random chance).

5 ADVERTISEMENTS AND REGULATIONS

We now present our results on RQ2: Which content, brands and
products target children content consumers?

We begin our discussion by showing in Figure 3 the brands that
had at least one exhibition that received a Yes response for Q6,
Q7, Q8, and Q9. To investigate video ads with content unsuitable
to children (in the opinion of coders), we show the result of Q9
in Figure 3(a), whereas to investigate video ads geared towards
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children we combine the results for Q6, Q7 and Q8 in Figure 3(b).
Each figure shows the number of exhibitions for each brand. Recall
that, in our dataset, each brand usually sells a single product. Thus,
the figures show the brand name only (we shall discuss products in
the text). Due to space constraints, the plots show the most popular
(in # of exhibitions in our dataset) brands only.

Our discussion on RQ2 is mostly descriptive. The figures show
the number of exhibitions combining all personas. Thus, we shall
discuss brands that are either unsuitable (Q9) or stream ads geared
towards children to our personas (i.e., Yes on Q6 to Q8).

Before discussing our findings, recall that it is impossible to set up
accounts with less than 13 years of age. In other words, no account
is legally considered as child in neither Brazil nor Canada. However,
as discussed in our introduction, children are known to be major
consumers of content on YouTube regardless of age limits imposed
by the system [12, 25]. Here, we look into potentially controversial
(unsuitable or possibly conflicting regulations) content that may be
exhibited when streaming children’s content.

5.1 Unsuitable Advertisements

We now describe the ads deemed as unsuitable to children by coders.
We point out that the coders’ opinions may not reflect overall
values of society nor reflect different interpretations of regulations.
Instead, we aim here at discussing controversial and unexpected
observations, such as beer and mature game/movie brands targeting
our personas, based on factual properties (e.g., game ratings).

From Figure 3(a), we initially point out to alcoholic beverages
(beer) brands whose ads appeared in our datasets. A list of these
brands are: Skol, Corona, Kronenbourg, and Budweiser. We also
found that movie trailers (20th Century Fox, Universal Pictures,
Imagem Filmes and CraveTV) seem to be targeting our personas.
When checking the Internet Movie Database (IMDB), we found that
most of these movies (with one exception) are rated as mature (17+).
A similar finding occurs with video games (Red Dead Redemption
2 and Far Cry 5), where games are rated as mature according to the
Internet Games Database (IGDB).

We also found evidence of fast food adverts targeting our per-

sonas. In particular, McDonald’s Brazil was marketing happy meals'’.

While it is not our focus to discuss the nutrition values of happy
meals, the previously discussed guidelines for both Brazil and
Canada make explicit statements on fast food and products.

5.2 Child Oriented Advertisements

When watching the video advertisements, coders found several
multimedia elements commonly exploited that may attract the at-
tention of children (Q6). The two coders pointed out to elements
such as: (1) animations; (2) children within the advertisement in-
teracting with the product; (3) children with the advertisement
interacting with others; (4) ads selling toys and children’s games;
(5) ads selling foods bundled with toys (e.g., surprise gifts in cereals
and chocolates); (6) famous characters; and, (7) children’s songs.
We now discuss some of the brands and products that explic-
itly geared their advertisements towards children (Figure 3(b)). We

http://YouTube.com/watch?v=ctOcW 1HjAtl
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begin by discussing some of these brands/products that may contra-
dict healthy eating guidelines. We have already mentioned McDon-
ald’s as possibly marketing an unsuitable product. Here we also
found evidence of video ads selling chocolates/candy (Kinder and
Lacta). Though the latter are not directly advertising replacements
to healthy meals, candy and sweet desserts are usually viewed as
junk-food?’. Brands explicitly targeting other less controversial
food products to children were cereal brands.

On both Brazil and Canada, our personas were target of toy
adverts from companies such as Gazzilion, WowWee, Kinder and
Shashers shown in the figure, as well as other less frequent brands
like Monica Toy and Lego. As we have discussed, Brazil explicitly
bans selling toys on open television. We argue, that despite not
being categorized as open television, YouTube does share some
similarities such as being immensely popular and free to access.
Lego, also employed well known children’s characters from Mar-
vel Comics. Another popular brand to make use of this practice
was Riachuelo (clothing store in Brazil), advertising products with
characters from DC Comics and Harry Potter. We also found other
YouTube channels (YouTube channel on the figure) that employ
variations of well known children’s characters to attract viewership.
Other authors have found that some uploaders explicitly exploit
well known characters for malicious purposes [27].

The extent to which the above examples may explicitly break
laws (in the judicial sense) is highly debatable. Nevertheless, all
of these examples do appear to conflict, in one way or another,
with the aforementioned countries’ regulations. Our goal with this
discussion was to uncover evidence of such practices on YouTube.
Together with our results on RQ1, our findings raise a flag on how
the system is being used to target products to children’s videos.

6 CONCLUDING DISCUSSION

We now discuss some implications of our work. Our findings unveil
important concerns and troubling findings that arise when children
are exposed to YouTube as entertainment. One of the most impor-
tant findings of our research is the evidence found of algorithmic
targeting accounts that mostly stream children’s content. We also
discuss how the content and product of such ads may conflict with
regulations of children’s advertising.

As we have noted, YouTube does not fall into the category of open
television that is usually regulated. However, when we consider the
immense popularity of the system together with our findings, it may
be the case that regulations need to the developed for children’s
advertising on online streaming services.

It is important to point out that it is impossible to state (with our
experiments) whether marketers are explicitly using YouTube to
target children’s videos. One possibility, which may also explain
our findings, are rogue machine learning model which are targeting
videos geared towards children spuriously. That is, the system does
not allow marketers to target children explicitly. However, trained
models still enable such practice since they may not be able to
distinguish children. Whatever the reason, YouTube has recently
stated that it aims to limit advertisements in children’s content?!.

Dhttps://en.wikipedia.org/wiki/Junk_food
Hhttps://www.bloomberg.com/news/articles/2019-08-20/youtube-plans-to-end-
targeted-ads-to-kids-to-comply-with-ftc
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Even if YouTube limits advertising towards children’s content
in the future, we argue for the need to audit online ad matching
algorithms. That is, if algorithms are spuriously targeting children
nowadays, this practice may continue towards other sensitive de-
mographics even after limiting to children. We argue that content
providers such as YouTube may offer more transparency on why
video ads are targeted to such accounts. Transparency measures
can help both end-users and marketers to understand why some
ads pair with specific content.

As we have discussed in the text, human behavior is naturally
complex, and we cannot state that our personas capture all of the
intricacies of adult or child behavior online. However, we coded
our personas to follow patterns of video browsing [6-8], as well as
conventional patterns of children when browsing the web [15, 19].
That is, our personas consume content via browsing (subscriptions)
and not via search engines. It is known that content providers like
Google to track multiple apps. By solely focusing on YouTube, we
show that YouTube is effectively tracking our personas via the
profile page on Google accounts. Thus, exploring more complex
personas through multiple apps and websites is left as future work.

Another limitation is that our work focuses solely on browsing
via YouTube’s desktop applications. Children often use both desktop
and mobile apps to stream videos [12, 25, 29], and some only have
access to specialized apps such as Youtube Kids. As mentioned,
those specialized apps still rely on advertising. Moreover one might
argue that their use is not yet widespread??
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